| ocal Parther In
Financial Crime &
Compliance

Trusted = Proven = Always Innovating



WE STOP
BAD PEOPLE

FROM DOING
BAD THINGS



BY USING

H lllsll
: i umul,

 WORLD CLASS ANALYTICS TOOL ’;,‘;f”!"”
Il m'i"

IH

« MACHINE LEARNING

+ FACE BIOMETRYSSSSSES S

» BEHAVIORAL ANALYTICS /() /20
ANALY TICEES

LT



DVA Bilgi Teknoijileri A.S. dVQ
|Istanbul

* Local Consultancy and Implementaion Resources
for Fraud Monitoring and AML Solutions

* Implementation and Consultancy Experience
since 2012

* Experienced team about Turkish Regulations

« www.featurespace.com
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DVA Bilgl Teknojileri A.S.
|Istanbul

» Face Biometry Solutions for Mobile Bnaking
- Customer log-in to mobile banking portals
- KYC- mobile customer on-boarding

- Uses deep learning to train the face
matching engine

- WWW.aware.com




DVA Bilgi Teknojileri A.S.
Istanbul

Behavioral Biometrics Solutions for banks
against Fraud

Profile Mouse, key stroke, finger
movements, pressure and all device
realted information for each user by using
machine Learning

www.behaviosec.com
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WORLD CLASS ANALYTICS
WITH LOCAL EXPERIENCE

DVA BILGI TEKNOLOJILERIA.S.
WWW.DVA COM.TR
GOKHAN.GOZUTOK@DVA.COM.TR

GSM: 05322136347

dva.
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Bankacmkta Yasanan Guncel Swstlmal Vakalarl

Erhan ATES

Tark Ekonomi Bankasi A.S.
Suistimal Onleme, Tespit, Analiz ve Gelistirme Birim Yoneticisi
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Sunumda anlatilan vakalar,
sadece TEB A.S.ye ya da sadece spesifik bir
kuruma ait olmayip Turkiye'de ve diinyada
vasanan gercek vakalardan derlenmistir.



INTERNAL — EXTERNAL FRAUD

ic dolandiriciliklar
» Sifir tolerans politikasi
* |tibar kaybi
* Mausteri kaybi

* Musteri deneyimi
2.planda

e Bildirim ve raporlanma

Dis dolandiriciliklar
Tolerans esigi yuksek
Yiksek risk istaht / Misteri
deneyimi

o Islemin reddedilmesi

o lIslemin askiya alinmasi

o Telefon/SMS ile islem

teyidi
Daha seffaf raporlama



Bankalarda yasanan dolandiriciliklarin yillik méliyeti
70 milyar USD



https://netguardians.ch/

EXTERNAL FRAUD

DOLANDIRICILIK TiPLERI

Vaka Adedi Zarar Tutari
Diger Zararli Diger Zararh
1% Yazilim 1% Yazilim
3% ‘ ii 7%
Sosyal Miih.
"\26\% e
s.Miih.
3%
Phishing y
49%

Phishing .
70%




EXTERNAL FRAUD

KANAL TIPINE GORE DAGILIM

Vaka Adedi Zarar Tutari
Call Center Call Center
1% 3%
Mobil
Mobil 21%
41% .
Internet

58%

internet
76%




SIM KART DOLANDIRICILIKLARI

Afrika’da yilda 150 mio USD kayip
Brezilya’da 5.000 adet vaka

e Sahte kimlik ile operatoérden sim kart temini
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* Gercek musterinin hattinin kesilmesi

\ . Bankacilik ve kart sifrelerinin ele gecirilmesi

> sahte cagri merkezi

7,

> phishing siteleri

* Ele gecirilen sifreler ile sim kart blokesinin
kaldirilmasi




SIM KART DOLANDIRICILIKLARI

BANKALAR GSM BAYILERI
47 banka r |
4,3 trilyon TL aktif blyukliuk |

10 bin sube
190 bin calisan




Dogrudan fotokopi kimlik ile islem
yapilmasi

Kimlik Gzerindeki gtivenlik
kontrollerinin yerine getirilmemesi

Merdiven alti GSM bayileri
Egitim yetersizligi

SIM KART DOLANDIRICILIKLARI

OPERATORLERIN SORUMLULUKLARI VE ONLEMLER
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eSIM teknolojisi

Uyarici mesajlar

Ek giivenlik sorulari

Aktif telefona SMS

Mevcut kimligin eslestirilmesi



SIM KART DOLANDIRICILIKLARI

e Gluvenlik akislarinin gdézden gecirilmesi

e 90 gunluk sim kart blokaj yapisinin verimli kullanilmasi

* Musterinin “bildigi” faktorler yerine “sahip oldugu” ve
“kendisinin oldugunu” ispat edecek faktorlere yonelinmesi




PHISHING SALDIRILARI
Sahte/Taklit Web Sayfalari

e Bankalar

* E-devlet / Turkiye.gov.tr
e Kamu Kuruluslari

e Oteller

e Alisveris siteleri

e Tlvturk

* Vb.




PHISHING SALDIRILARI

BTK/USOM’un acil aksiyonlari ve proaktif coziimleri

Bankalarin cihaz tanima teknolojilerine yonelmesi

» Cihaz ID » Cozlnurlik ve ekran boyutu
o I0SID » Dil ayarlari
o Advertising ID » Zaman dilimi
o IMEI » Tarayici tercihleri
o Push Notification ID » Parmak izi, Yiz tanima
» Konum » Klavye yazma hizi
> |IP » Tusa uyguladigi basing

» OS versiyon » Batarya seviyesi



1  TURKIYE CUMHURIYET! 5

KIMLIK KARTI

Subelerde bizzat chip/NFC
kontrolii
Uzaktan/mobil cihaz Gzerinden
NFC aracihgiyla dogrulama

* Fotograf

* Kimlik bilgileri
Uzaktan kredi basvurusu
Mobil bankaciligina login, riskli
islemlerde kontrol

Mobil cihazdan ¢ekilen fotografta canlilik kontrolu



TELEFON / CAGRI MERKEZi DOLANDIRICILIKLARI
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Musterinin telefonun numarasinin taklit edilerek banka ¢agri merkezinin aranmasi
Banka ¢agri merkezi numarasinin basina farkli no ekleyerek musterinin aranmasi
Bankadan gonderiliyormus izlenimi verilen toplu SMS gonderimleri/Zararh yazilim
Musterilerin telefon numaralarinin yonlendirilmesi




BIN ATAKLARI

SIBER SALDIRILAR - VISA/MASTERCARD DA ALARMDA

Saniyeler icerisinde 10 binlerce kredi kartina
sahte islem
' * Ayni BIN, ayni 12 hane
\  MoTo ya da non secure E-com islemi
e Aynison kullanma tarihi

* CVV2isiz > Kart Giretim algoritmalari

» Vade tarihleri
» Otorizasyon engelleri




VERI SIZINTILARI -
Sirketlerde kullanilan; (}; !§M!$!$

o Program]ara’ menmere’ Yayinlanma Tarihi: 17 Temmuz 2019
e Raporlama ve == A
e Veri tabani sorgulama araclarina
i I i§ ki n ; KAMUOYU DUYURUSU (VERI IHLALI BILDIRIMI)
e denetim loglarinin ve

e erisim istatistiklerinin tutulmasi,

* anlk olarak yasanan anomalilerin takip edilmesi,
e DLP araglarinin kullanilmasi

blylik 6nem arz etmektedir.



ATM LOGICAL ATAKLARI

e Kart kopyalama cihazlari
o Alarm ureten aparatlar ve yazilimlar
o Pin Shield
o Chipli kart dontsimi
 ATM ylzeyinde delik acarak cash dispenser kablolarinin
dolandiricinin cihazina baglanmasi ve komut
gonderilmesi
o Guglu sifreleme
o fiziksel dogrulama
* Network ataklari
o Personelin mudahalesi
Man in the middle ataklari
Network cihazlarinin ATM kabinin disinda olmasi
E-Mail ile zararli yazilimin yayilmasi

O O O




INTERNAL FRAUD

EN BASIT AMA TRENDI HiC KAYBOLMAYAN VAKALAR

* Inaktif hesaplar
e Uzun vadeli mevduat hesaplari

* Yasli musteriler
* Yabanci misteriler




INTERNAL FRAUD

ONEMLI TRENDLER

 Usulsuz krediler

Zimmet > Musteri / sirket zarari
Satis Hedefleri / Zirvedeki personel
Faiz orani

Teminat yapisi (Cek/senet/mevduat)
Teminattaki ceklerin degismesi

@ 270 @




INTERNAL FRAUD

ONEMLI TRENDLER

* Masraf ve komisyonlar

» Rotatif krediler ve devre sonu faizleri

e Turev urtnler ve kompleks islemler
o Piyasa dalgalanmalari
o Kar/zarar dengesi

e Titan zincirleri

* Bilancgo tahrifatlar

* Dogrudan nakit paranin ¢alinmasi

(sayim)

e Varlik
Ozetleri/dokumleri
ve hesap ekstreleri

e Telefon adres
degisiklikleri

Mobil onay /SMS OTP



INTERNAL FRAUD

DOLANDIRICI DAVRANISLARI

izne cikmayan/ izindeyken sirkete
gelen personel

e Luks yasanti

* Yiksek borg¢ / finansal zorluk

o Kendisi

o Ailesi

Bahis / Kumar
aliskanlhiklari
Riskli finansal Grtnler
o Turev piyasalar
o Forex
o Dijital Paralar
(CryptoCurrency)
Misterek muhafaza —
Gorevlerin ayriligi ilkesi
o Anakasa
o ATM
o Cek/Senet
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NEDEN VERI ANALITIG

Geleneksel kural bazl yaklagimlar;
Hata orani yuksek
Zaman kaybi fazla
Musteri deneyimi kotu

Veri Analitigi ve Makine Ogrenmesi
Hizl ve isabetli karar
Yuksek hacimli verilerden istatiksel anlamli ¢gikarimlar
Musteri deneyiminde iyilesme

| ?




MACHINE LEARNING NEDIR?

Genel prensip, fonksiyonun bulunmasidir.

F(x) =y

HAM URUN —>-—. URUN



VERI ANALITIG] ASAMALARI

Isin/Problemin mahiyetini anlama
Veriyi anlama
Veriyi uygun bir sekilde hazirlama
Modelleme
Degerlendirme
Devreye alma






VERI HAZIRLIGI

Verinin uygun formlara donustirtlmesi gerekir (table, data.frame)
Eksik bilgilerin tamamlanmasi (missing values)

Numerik vs. Kategorik degisken ayrimi (iki yonlt gecis mimkin)
Normalizasyon (0 ile 1 arasi)

Kategorik degiskenlerin gruplanmasi



MODELLEME

Supervised vs. Unsupervised Learning (Denetimli / Denetimsiz Ogrenme)

- Eger etiketlenmis veriler varsa (fraud/gercek) denetimli 6grenme yapilabilir.
- Ancak etiketlenmis bir degisken yoksa denetimsiz 6grenme uygulanir.



e e

' m Numeric Data
I X
| e Categorical Data

https://www.linkedin.com/in/sreenietla/




MODELLEME

Top 10 Algorithms & Methods
used by Data Scientists

0% 20% 40% 60%

Regression Emsmaee——aleeau——El 7%
Clustering NN 57
Decision Trees/Rules I 555
Visualization I 49%
K-nearestneighbors N 16%
PCA I 43%
Statistics N 413%
Random Forests 38%
Time series/Sequence.. GG 37%
TextMining NN 6%




MODELLEME

Classification (Siniflandirma)

Siniflar kategoriktir. Bazi degiskenlerin birden fazla etikete sahip olabilir.
Bir islemin fraud olup olmadigi bir siniflandirma problemidir.
Bir islemin fraud olma olasiligini 6l¢ebilir.

Low-risk

o

v o
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Regression (Deger Tahmini)

* NUmerik degiskenleri tahmin etme modelidir.

* Yasanacak fraudun tutarini adedini
tahminleyebilir.

Clustering (Kiimeleme) -- Unsupervised

* Bir populasyondaki 6geleri belirli 6zellikler
cercevesinde gruplara ayirmak/birlestirmek

* Otomatik Segmentasyon




ANOMALI TESPITI




UNDERFITTING Bellek Funes adli 6ykiide

kusursuz hafizaya sahip Funes
isimli bir geng vardir. ilk bakista
blyik bir talih gibi gériinen ama
aslinda korkung bir lanettir.
Funes adli kisi gecmiste herhangi
bir zamanda gokylzindeki
bulutlarin seklini tam olarak
hatirlayabilir ama saat 3:15 te
(memorizes all data e Lol

* . points including noise) OVERFITTING 3:14'te yanudan gordugi kopegin
o’ aynisi oldugunu anlamakta

o ¢ o Overfitting R (1
%0 e /\ \ 7 \ giicliik ceker. Funes genelleme
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yapamaz.
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VERININ DENGESIiZ DAGILIMI

Kanser hastaligi/HIV virlsi gibi gerceklesme ihtimali diistik olan veriler
Fraud vakalari - % 1’in ¢cok altinda bir orana sahip.

Algoritma yaratmaksizin tiim islemlere FRAUD DEGIL etiketi verildiginde dahi %99
basari (accuracy) oranina erisilebiliyor.

Ancak burada accuracy degil precision (kesinlik) devreye giriyor. Kanser hastasinin
veya fraudun tespit edilememesinin riski cok ylksek (false negative).



RESIM ISLEME

20x20bitmap:{0,1}400




9

61 32 0 0 2

e imza kontrolleri J
e imzanin konumu



Giris ¢ikis kontrolleri
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Fraud Monitoring in Retail
Banking and Issuing

Mark Taylor




Introduction

TTTTTTTTTTTT

= Joined Featurespace in May 2019 as a Fraud Market Expert, focussing on
Financial Services.

= ] have worked in the fraud & risk industry for over 18 years.

= Prior to joining Featurespace, I worked at Metro Bank, Barclays & RBS, where
I was responsible for Card & Digital Fraud.



Remote Banking Payment Fraud

OUTSMART RISK
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UK - Remote Banking Fraud Losses
160

140

120

100

80

Online Mobile

£ Millions

. £123m e £7.9m o0

e +1% YoY e +20% YoY 40
20

2012 2013 2014 2015 2016 2017 2018

e ——0Online Banking Telephone Banking ——Mobile Banking




Social Engineering

4
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Account Takeover Fraud: The multi-channel attack

1. Fraudster starts with basic
data (Social Engineering or
Compromised Data)

2. Data can be enriched
(Further Social Engineering or by
obtaining credit reports)

3. Fraudster targets weaknesses
within banking channels Fraud Tactics
(Passing ID&V or Online Banking
using credentials obtained from
Social Engineering)

4. Fraudster takes Control of
Customer Account
(funds withdrawn, can include
lending)

123456789876
54

n

OUTSMART RISK

Compromised
Data



Remote Access Trojans (RAT)

OUTSMART RISK
ETEms .

1. Phishing email 2. Compromising user 3. Fraudster calls customer

containin )
malicious f?le credentials and download
remote access tool

6. Fraudster transfers 5. Fraudster takes over 4. Customer accessing
customers funds online banking session online banking



Authorized Push Payment Scams

In an Authorized Push Payment Scam, a fraudster manipulates their victim into sending money directly from their account to an
account which the criminal controls, often using social engineering tactics such as phishing, vishing or smishing to gain the victims trust.

» 2

<

What are Authorized Push Payment Scams?

Purchase scam

Thie victim |5 scamimed Into paying for goods that they
nEver recelve,

Investment scam

The victim Is scamimeed Into Investing monay Ina fake
Investment, such as property or land.

Romance scam

The victim Is scammed Into paying funds to a person they
have met through online dating sites. Fraudsters create
fake profiles to bulld a relationship with the victm.

Advance fee scam

The victim Is scammed Into making a payment for a fee
which will release a higher value payment, for example,
an overseas lottery.

@
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Invoice & Mandate scam

The victim attempts to pay a legitimate payees

but the fraudster Intervenes to trick the victim Into
sanding funds to an account they control. Often the
fraudster will have acoess to the victim's emall
aocount so they can posa as a kmown 3rd party.

CEO Fraud

The fraudsters Impersonate a CEOD of a company and
requests the vicm to make a payment to an account
they control. Finance teams are often targeted with
these types of scams.

Impersonation/imposter

The fraudster poses as someone else - often police,
bank or povernment staff - and requests the vicim send
money to an account they control. The fravdster will
often tell the vicim that they or thelr account IS at risk.

OUTSMART RISK
e .




Authorized Push Payments Scams

OUTSMART RISK
e .

Impact of faster payment

Countries which have implemented faster payments are particularly vulnerable to Authorized Push Payment
scams, as proceeds can be cashed out before the victim or their bank is aware of the scam.

Where other markets are moving towards providing faster payments, consumer groups are reporting an increase

in scam activity.

$488m

Of UK scam payments were  Customer reported scam Customer reported scam Customer reported scam
made using Faster Payments losses in UK in 2018 losses in US in 2018 loses in Australia in 2018

2017 2018
Personal Business Total Personal Business Total

43,875 84,624
236.1 354.3
82.6

Victims

Value (£M)
Recoveries (£M) 60.8




Where is all the card fraud

OUTSMART RISK
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GLOBAL TOTAL APPROVED_TRANSACTiON GLOBAL FRAUD TRANSACTION
VOLUME SPLIT VOLUME SPLIT

Card Present
26%

Card Not Present
38%

Card Present
62%

Card Not Present
74%

/4.9/6 of card frauds sits within 3820 of all card activity



Fraud as a Service: Enabling the opportunistic fraudster

OUTSMART RISK
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v $30 Average cost for card data v $40 Full customer data
with CvV, DOB
v $1,500 Bank credentials for Top UK
v $550 Cloned card with $10,000 banks with balance $20k
balance

v 50,000 Spam emails $60
v $1200 Card skimmers



Multiple layers of security

By implementing many different
layers of security, your organization
can respond to emerging fraud
threats that may otherwise overcome
a standalone solution.

Orchestration of fraud scores will
ensure optimum results for low false
positives and increased fraud
detection.

Organisations can adjust controls in
real time to close down threats and
implement new strategies

Biometric Authentication

Malware detection

IAM

Orchestration

Device Profiling

Internet & Network
security

Fraud Rules

Behavioural
Transaction Profiling

OUTSMART RISK
e .



Looking into 2020

OUTSMART RISK
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PSD2 — SCA:

= Stronger Customer Authentication — Global adoption (Cards & Online
Payments)

= Increased merchants going 3DS (liability shift to Issuers)
= More countries utilise ‘Open Banking” API's
= New TPP’s

Faster Payments:
= More countries moving to faster payments
= Reduction in fraud recoveries

= More regulation around APP scam victims
= Potential further liability shift to the banks



Thank you

Get in touch

info@featurespace.com
www.featurespace.com
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Thursday 21st October, 2019

Association of Certified Fraud Examiners



Introduction — Who am I?

OUTSMART RISK
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- Joined Featurespace in 2015 as a Subject Matter
Expert, focussing in Financial Service,
specifically payments.

- I have been in the card Industry for over 30
years.

= Prior to joining Featurespace I worked at First
Data and Lloyds Bank both as an Issuer and an
Acquirer.
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Worldwide Fraud Trends

OUTSMART RISK
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Gross Fraud BPs
Net Fraud BPs Acquirer 52.7 48.8 50.2

Net Fraud BPs Issuer 47.3 39.2 40.4
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Regional Fraud Trends

OUTSMART RISK
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U.S. 80.6 63.2
Canada 45.4 37.2
Latin/Caribbean 33.8 26.7
Asia/Pacific 26.9 19.7
Middle East/Africa 20.8 13.1

Europe 10.2 10.1
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Regional Fraud Trends

Card Not Present — Gross Merchant Fraud BPs

Latin/Caribbean
Middle East/Africa
Europe

U.S.

Canada

Asia Pacific
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461.9

308.8

226.4

172.9

165.6

161.7

399.4

230.9

203.5

152.0

156.4

180.8
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Challenges/Trends for 2020

DUTSMART RISK
-

- CNP continues to grow

- Risk and reward continues to be a balancing
act

- Combining Issuing and Acquiring data

- Consumer reaction to Stronger Customer
Authentication (SCA)

= Social Engineering
- Refund fraud
- Real time fraud monitoring will be key

- Behavioral analytics and machine learning

FEATURE
SPACE



Thoughts to Takeaway
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- Do not rely on rules alone
= Collaboration

- 3Ds 2.0+

- Consider controls to mitigate Account Takeover
and First Party fraud
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